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IN THE CLA I MS 

Please amend 1 le claims to read as shown below. 

37. (Previously Submitted) A system to securely utilize Basic Input and Output System 
(BIOS) service comprising: 

an acce. s driver to generate a service request to utilize BIOS services, the service 
request includii ig a service request signature created using a private key in a 
cryptogi'aphic !• ey pair; and 

an interlace to verify the service request signature using a public key in the 
cryptographic ]• ey pair to ensure the integrity of the service request. 

38. (Previousl;/ Submitted) The system of Claim 37, wherein: 

the acc : ss driver generates a session request to estabhsh a session with the 
internee; and 

the ses«:ton request includes a session request signature created using a private key 
in a cryptograf .luc key pair. 

39. (Previously Submitted) The system of Claim 37, wherein: 

the acc ; ss driver generates a session request to end the session with the interface; 

and 

the ses!;ion request includes a session request signature created using a private key 
in a cryptograp'^iic key pair. 

40. (Previous!;/ Submitted) The system of Claim 37, wherein: 

the int€ face generates an authority certificate and send the authority certificate to 
the access drivi t after receiving a session request; and 

the acc. ss driver uses information included in the authority certificate to generate 
subsequent ses: ion requests. 

41 . (Previousl; ' Submitted) The system of Claim 40, wherein the authority certificate 
includes a new public key. 
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42. (Previously Submitted) The system of Claim 40, wherein the authority certificate 
includes a new mvatekey, 

43. (Previously Submitted) The system of Claim 40, wherein the authority certificate 
includes a certii icate signature. 

44. (Previous]:. Submitted) The system of Claim 37, wherein: 

the inte. face generates an authority certilBcate and sends the authority certificate 
to the access di iver after receiving the service request; and 

the acc(:;5s driver uses information in the authority certificate to generate 
subsequent ser. ice requests. 

45. (Previously Submitted) A method to securely invoke Basic Input and Output System 
(BIOS) servicci:, comprising; 

creadnf i a service request to invoke BIOS services; 

signing ihe service request with a service request signature generated using a 
private key in cryptographic key pair; and 

verifyiriji the service request signature using a public key in the cryptographic key 
pair to ensure tl le integrity of the service request. 

46. (Previous!:' Submitted) The method of Claim 45, further comprising: 

creatinj, an authority certificate that includes a new private key and a new public 
key after proce. sing the service request; 

signing a subsequent service request with a service request signature generated 
using the new ]>rivaie key; and 

verifyin g the service request signature of the subsequent service request using the 
new public key 

47. (Previousl ;/ Submitted) The method of Claim 45, further comprising: 

perfom* ing a BIOS service indicated by a service operation code included in the 
service requesi 
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48. (Previouslv Submitted) The method of Claim 45, further comprising: 

creiitin£-: a session request to establish a session with a ROM Application Program 
Interface (RAP:); 

signing ihe session request with a session request signature generated using a 
private key in s. cryptographic key pair; and 

verifyic.:? the session request signature using a public key in the cryptographic key 
pair to ensure tlie integrity of the session request. 

49. (Previously Submitted) The method of Claim 48, ftuilier comprising: 

creating! an authority certificate that includes anew private key and a new public 
key after processing the session request; 

signing i subsequent session request with a session request signature generated 
using the new ji rivate key; and 

verifyiri;g the session request signatttfe of the subsequent session request using the 
new public kej* 

50. (Previous!: ■ Submitted) The method of Claim 45, further comprising: 

creating:, a session request to end a session with a ROM Application Program 
Interface (RAI'Q; 

signing the session request with a session request signatxjre generated using a 
private key in cryptographic key pair; and 

verifyri. g the session request signature using a public key in the cryptographic key 
pair to ensure 1 le integrity of the session request, 

51 . (PreviousV:/ Submitted) A computer program embodied on a computer-readable 
medium to seci xely utilize Basic Input and Output System (BIOS) services, comprising: 

an acc€ iS driver to generate a service request to utilize BIOS services, the service 
request includi ig a service request signature created using a private key in a 
cryptographic key pair, aad 

an inter Tace to verify the service request signature using a public key in the 
cryptographic 1 ,:ey pair to ensure the integrity of tlie service request. 

.8 



PAGE 1 3/1 9 * RCVD AT 8/2I20W 8:45:54 PM [Eastern Daylight Time] ^ SV^^ 



AU13-02-2004 06:08PM FROM-PHOEN IX TECH. LTD LEGAL DEPT. +4085701044 T-796 P. 014/019 F-129 

PATENT 



52. Cancelled. 
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